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Attachment <Insert Number> 
Technical Architecture Overview
North Dakota State Government Technical Environment
Note: Customize for the RFP. Insert any additional technical architecture specific to project or your agency.
In overview North Dakota's technical environment consists of Windows based desktops and a variety of server platforms connected via an IP based network. Desktop support is provided by the individual state agencies with the Information Technology Department (ITD) providing the statewide network and support for most of the server platforms. Brief descriptions of each component are provided below.
Desktop Environment 
The de facto desktop standard is an Intel platform running Windows 10 or higher.
Network Services
As specified in ND Century Code Chapter 54-59-02, ITD is directed to provide network access to government, K12, higher education, and political subdivisions.  The statewide network, is known as the North Dakota Statewide Technology Access for Government and Education network (STAGEnet).  Within state government, ITD provides full network services to the desktop.  Entities located in larger cities are served with dark fiber metro networks, while other sites are connected with either provider Ethernet Transport Services (ETS) or broadband with VPN, with speeds varying from 50 megabit to 10 gigabit.  The core of STAGEnet consists of a 100 Gigabit Ethernet ring between Bismarck, Fargo, Grand Forks, and Minot.  STAGEnet also provides both 802.1x authenticated Wi-Fi as well as open guest Wi-Fi in many locations throughout the state.
Additionally, STAGEnet provides full layer 7 IDS/IPS capabilities, including malware detection, sandbox detonation, and various other network-based security defenses.  All user traffic passes through an IDS/IPS gateway before communicating with any other site in STAGEnet or the internet.
The STAGEnet datacenters are built using zero trust methodology, in that no server can communicate with any other device without an explicit security policy in place to allow it.  ITD uses a combination of cloud-hosted and on-premise datacenters.
End User support is provided through a central help desk; this service is available 24x7x365.

Directory Services/Authentication
ITD provides a single Microsoft Active Directory network domain that provides agencies with a single network sign-on. All agency computers utilizing the State’s Active Directory are members of the state forest, NDGOV. Each agency comprises an Organizational Unit (OU) within NDGOV. ITD provides the necessary Domain controllers and Global Catalog servers for authentication services.
In addition, ITD provides an LDAP directory service for public facing applications using the IBM Security Directory Server. IBM Security Directory Server LDAP directory service is used to provide authentication and authorization for web applications. This LDAP directory is also used to provide authentication for the ITD managed FTP server. 
ITD provides Microsoft’s Active Directory Federated Services (ADFS) for single sign-on access to systems and applications.  ADFS is SAML compliant using claims-based authentication.  
Multi-factor Authentication
Multi-Factor Authentication (MFA) is a simple best practice that adds an extra layer of protection on top of user name and password. ITD’s MFA solution, SafeNet, complements the State’s Virtual Private Network (VPN) offerings. The solution provides increased security for NDGOV account settings and resources. With MFA enabled, when a user signs in to their VPN client, they are prompted for their user name, password, and PIN (the first factor—what they know), as well as an authentication code from their SafeNet MFA device (the second factor—what they have). 
Hosting Services
Most state agencies receive hosting services from ITD. These services are hosted on the following platforms:
· IBM BC12 mainframe running z/OS version 2.1 with plans to upgrade to version 2.3,
· IBM iSeries, model S814 running OS version V7R2,
· Windows servers with Microsoft mainstream support; Windows Server 2016 is the preferred operating system, 
· IBM AIX 7.x, 
· Intel Red Hat (RHEL) 6.x, 7.x Linux.
End User support is provided through a central help desk; this service is available 24x7x365.  The IBM BC12 mainframe provides CICS for transaction management. The standard deployment platform is a VMware vSphere 6.x virtual environment hosting either Windows or Red Hat Linux
Database Services
Most of state agencies receive database services from ITD. The following databases are supported:
· Software AG's ADABAS hosted on the IBM BC12 mainframe and Linux,
· IBM DB2 version 11.x hosted on the IBM BC12 mainframe
· Oracle 12c, and
· Microsoft SQL Server 2012 SP4, 2014, and 2016. 
ITD provides both test and production database shared environments. 
Web Environment
ITD provides both clustered .NET and J2EE web application environments; test and production environments are provided. The J2EE platform consists of IBM WebSphere version 9.x running on Red Hat Enterprise Linux. Load testing of any web application is required prior to production deployment and is highly recommended during application development. ITD uses HP LoadRunner software to perform load testing.
EDMS Environment
Most state agencies using EDMS technologies receive their services from ITD.  These services are provided by the following platforms:
· FileNet P8 version 5.X.X Content Foundation
· FileNet P8 version 5.X.X Case Foundation
· IBM Content Collector
· Adobe AEM Forms
· ILINX Capture
Data Backup
Backup services are provided by IBM Spectrum Protect 8.x (formerly Tivoli Storage Manager).
Email Environment
The State of North Dakota Email Environment consists of two platforms:
· Microsoft Exchange 2013 and Exchange Online (hybrid configuration) 
· POP3 server
There are approximately 10,500 users on Exchange. The POP3 server is a Linux (Sendmail) based server with approximately 2,000 users.  
Geographic Information System (GIS) Environment
ITD provides a database and web server infrastructure for hosting GIS data and serving web services; this infrastructure is known as the GIS Hub. Data is stored on ITD's SAN and Netapp file-based storage systems. Oracle-based geodatabases are hosted on dedicated Linux servers. Esri’s ArcGIS Server and Safe Software's FME Server are hosted on dedicated Windows servers. ArcGIS Online is used by several agencies with much of the data and services originating from the GIS Hub.
Business Intelligence Environment
The State supports Cognos 11.x and Microsoft SSRS as business intelligence tool sets. State agencies also use Crystal Reports, SAS and SPSS. The State leverages Oracle Enterprise and Microsoft SQL Server platforms for its data warehouse initiatives.

Master Data Management
The State utilizes IBM’s Initiate Master Data Service.
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