IT APPLICATION QUESTIONNAIRE
(September 2018)

This template is identified in the Proposal section than can be used to obtain information from offerors about the architecture of the proposed solution.
ITD’s IT Procurement will aid related to the contents of this template at itdprocurement@nd.gov or 701-328-1992.
For suggestions related to this template, contact the State Procurement Office at 701-328-2740.
NOTE: DELETE ALL INSTRUCTIONS BEFORE PRINTING


ATTACHMENT <INSERT NUMBER>
IT APPLICATION QUESTIONNAIRE
Offeror shall provide answers to each question.
Architecture:
1. Describe the network architecture, including security levels, connectivity points and capacity. Include related architectural diagrams.


2. Describe the storage architecture, including security controls (i.e. encryption).


3. Describe the architecture of the software solution and supporting infrastructure.
a) Include the tech stack including the software products and programming languages used to create the solution
b) Include any load/performance testing products used and whether the solution provides a means for performance monitoring by the STATE. 
c) Include any secure code reviews as they pertain to the Software Development Life Cycle (SDLC) strategy. 
d) Include related architectural diagrams.


4. Describe the solution’s integration points with other applications or datasets, and other external dependencies.


5. Describe the scalability options for the solution to expand or contract based on requirements.


6. Describe the solution’s ability to provide high availability.


7. Describe your solution’s ability to be enhanced to implement changing technical and business requirements.


8. Describe your solution’s ability or limitations for migrating solution elsewhere in the future with regard to either party terminating services. 

Security:
9. Describe the data center operational controls and policies, and provide any relevant audit reports, including Statement on Standards for Attestation Engagements (SSAE)  Service Organization Control (SOC) 2 Type II audit or equivalent such as ISO 27001 for the primary vendor and any 3rd party providers/partners. Include any options for the STATE to access the vendor datacenter(s). Include any “Right to Audit” clauses available to the STATE.


10. [bookmark: _GoBack]Describe the controls and architectures used to provide identity and access management, including support for ADFS and LDAP. 


11. If you indicated in item 10 that you can integrate with the State’s ADFS or LDAP directories, is the cost for that integration included in your proposal? 


12. Describe the controls used to measure and meet regulatory requirements and certifications. Include any Application Scanning reports, Vulnerability Scanning reports, and Penetration Testing reports. Include schedules for recurring/updated reports.


13. Describe the controls used to manage operational logs for troubleshooting and regulatory compliance.


14. Describe the controls used to ensure that privileged users cannot perform unauthorized or unlawful activities. Include any options for the STATE to run application security scanning software against the hosted solution. 


Data:
15. Describe the controls used to insure data is properly classified and how sensitive/confidential data is safeguarded. Include any products used to test the security of the datacenter.


16. Describe if applicable:  1) the hosting location  2) are hosting locations distributed geographically and 3) if hosted by a third party list the name of hosting party.


17. Describe the options available to migrate the data to another application or storage system, including file formats, ETL requirements, encryption, specific products required, etc.


18. Describe the data backup procedures, including off-site storage, encryption, and the frequency of restore testing.


19. Describe the practices and procedures used to identify and physically destroy media.


20. Describe the practices and procedures used to manage/monitor data retention schedules and the purging or archival of data when retention schedules are met.


21. Describe the practices and procedures used to provide Electronic Discovery of specific records or data, and any legal positions regarding subpoenas, jurisdiction and potential confiscation of data.

Support and Maintenance:
22. Describe the controls and processes used to detect, report, and resolve disruptions in service, including scheduled outages.


23. Describe the practices and procedures, including the use of any third-party providers, used to provide ongoing maintenance and enhancements, including frequency, scheduling and functionality.


24. Describe the controls, tools, and procedures in place to handle natural disasters and maintain business continuity. Include the Recovery Point Objective (RPO) and Recovery Time Objective (RTO). Include any geographically distributed hosting locations.
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