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Compatibility
Windows Vista & 7 - Internet Explorer &
Firefox Windows XP - Firefox

Windows XP SP3 - IE8 or Firefox

IBARS will run on many browsers, but is tested on:

m Microsoft Internet Explorer 7.x, 8., and 9.x
m Mozilla Firefox 3.5 and newer

Errors

View your errors on this Page.
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Microsoft Internet Explorer
Internet Explorer Settings

Internet Options

ToaccesssettingsinIE7/8
m Click on Tools, then go down to and click Internet Options.

(& IBARS - Windows Internet Explorer —— ———
00"

" File Edit View Favorites @h
r&- Favorites ﬁ &| IBAR Delete Browsing History... Ctrl+Shift+Del

| @ IBARS InPrivate Browsing Ctrl+Shift+P

Diagnose Connection Problems...

AGS Budget and Reporting S Reopen Last Browsing Session

InPrivate Filtering Ctrl+Shift+F

InPrivate Filtering Settings

Pop-up Blocker »
SmartScreen Filter 3
Manage Add-ons

Compatibility View
Compatibility View Settings
Subscr’e to this Feed...

Feed Dffcovery »
Windogs Update

Deiaioli Totk F12 Enter your User ID and Password to log onto eBudget System

IE DOMfinspector

Internet Dpt'lons

To access settings in IE 9/10/11

i) @ https://yourlBARSdomain/web_framework/startup.jsp

Print

File

Zoom (105%)
Safety

IAGS Budget and Reporting System

* ¥y v ¥

View downloads Ctrl+)
Manage add-ons
F12 developer tools

Go to pinned sites

Internet options

About Internet Explorer
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Temporary Internet Files (Cache)
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Be sure your configuration for Internet Explorer has the temporary files getting automatically updated or you may suffer with some performance issues with

theapplication.

Internet Options P = l
-

|mwlﬁwacv|Cmmt!m!Prwm|Mwm_

Home page
? To create home page tabs, type each address on its own line.

about:blank -

[ Usecurent | | Usedefaut || usebank
i wwsir iy Haston y

.'-“L , Delete temporary fles, history, cookies, saved passwords,

and web form information.
| Delete browsing history on exit
=

Search
}Pj‘ Change search defauits, __ Settings
Tabs

Change how webpages are dsplayedin | Setings
Appearance

[ ok [ cancel 1] o

Determining the Correct Zone

Temporary Internet Files and History Settings ﬂ

Temporary Internet Fles

Internet Explorer stores copies of webpages, images, and media
for faster viewing later.
Check for newer versions of stored pages:

Every time [ visit the webpage

Every time [ start Internat Explorer

Never
Disk space to use (B-1024MB) 50 |4

: 50-250MB) =

Current location:

C:\Usersjesses\AppData| ocal Microsoft\Windows \Temporary
Internet Fies\,

History

Specify how many days Internet Explorer should save the list
of websites you have visited.

Days to keep pages in history: 2 |2

[ o [ concel

Contact your application administrator to determine if the IBARS application is considered within the Internet or Intranet zone. The following notes assume
the application is found within the Intranet zone; however, the settings changes are the same regardless of the zone. If it is found that the IBARS application
is considered within the Internet zone, then an alternate solution is to add the URL to the Trusted Sites list.

Adding Application URL as Trusted Site

. Click on the Security Tab.

. Click on the Trusted Sites option

. Click the Sites button

. Enter the IBARS Application domain into the Add field

AW

m Whatever is in the address bar between the http:// and the first / after that

5. Click Add

Internet Options 7=

| General | Security |Pri\«'aq-I I Content | Connections I Programs | Advanced|

Select & zone to view or change security settings.

@ & v O |

Internet  Localintranet Trustedsites  Restricted

sites
Trusted sites
# . i 4 Sites
4 This zone contains websites that you
Trusted sites [

You can add and remove websites from this zone., All websites in
this zone will use the zone's security settings.

Add this website to the zone:

https://10.1.10.130] [ Add i

Websites:
http:/flocalhost | Remove
https://10.1.10.129
https://10.1.10,132
https://10.1.10.2

|| Require server verification {https:) for all sites in this zone
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Adding TLS Support

1. Click on the Advanced Tab.
2. In Settings scroll down towards the bottom.
3. Check mark the Use TLS 1.0.

4. Click OK
Internet Options m
| General | Security | Privacy | Content | Connections | Programs | Advanced |
Settings
[ [[] Do not save encrypted pages to disk |

[[] Empty Temporary Internet Fies folder when browser is clc
[¥] Enable DOM Storage

[¥] Enable Integrated Windows Authentication®

[¥] Enable memory protection to help mitigate anline attacks™
Enable native XMLHTTP support

Frahle SmarkSeraen Fitar

’ Use 5L 2.0
Use 53L 3.0

| Warn about certificate address mismatch®
] wam ¥ changing between secure and not secure mode

[¥] Warn i POST submittal is redirected to a zone that does
|

5.3 [ >
*Takes effect after you restart Internet Explorer
[ Restore advanced settings ]

Reset Internet Explorer settings
Resets Internet Explorer’s settings to their default
condition.

You should only use this i your browser is in an unusable state.

ok J[ concel J[ eomv ]

Settings Changes

1. Click on the Local intranet icon or whichever zone is applicable based on the notes above.
2. Click on Custom Level button.

Internet Options

Connections: _,-U.——,_ Programs ” _ Advanoced
General | @ ” Privacy H Cortert

Select a zone to view or change security setkings,
@ €« v O
Internet Localintramet  Trusted sites  Restricted
sites

Local intranet =
This zane is For all websites that are %

found on your intranet,

Security level for this zone

Custom
Custom settings,
- To change the settings, click Custom level,
- To use the recommended settings, click Default level,

http://agsinx2.affinitygs.com:1885/wiki/index.php/IBARS:IBARS Browser Settings 4/10/2014
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Downloads

1. Accept downloads for Adobe Acrobat (.pdf) and Excel (.csv).
2. Enable Automatic prompting for file downloads.
3. EnableFile downloads.

Security Settings - Local 1

Settings

% Downloads
,93 Automatic prompting For File downloads
() Disable

&% Filedowrload
| Disable L
& Famtdownioad

() Disable
@) Enable
() Prampt
,g"g Enable .MET Framework setup
() Disable
Enable
€| Miscellaneous

M| Arcace dabs criweas acvacs dormaine

4 = o

#Takes effect after ywou restart Internet Explorer

Reset custom settings

Reset to: Medium-low (default) A l -Reset.
Ok Cancel

Scripting

1. Enable Active scripting.
2. Allow paste operations via script.
3. Enable Scripting of java applets.

Security Settings - Local

Settings

=y Scripting
= | Active scripting
() Disable

I‘_L‘u

f

Frampk
= aAllow Programmatic clipboard access
() Disable
@ Enable
I Prampt
='| Allow status bar updates via scripk
£ oatil
@ Enable
='| allow websites ko prompt For information using scripted wind: =
Disable =
@ Enable

=1 SrvinFinn aF 1awa annlake

q i

*Takes effect after wou restart Internet Explorer

it

i

L

i

[

i

Reset custon setkings

Reset ko Mediumn-low (default) - a Mﬁi 1
Ok _ Cancel

http://agsinx2.affinitygs.com:1885/wiki/index.php/IBARS:IBARS Browser Settings 4/10/2014
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Settings

) Prompk
= | Allows Programmatic clipboard access

() Disable
) Prompt
%“ Allovs status bar updates via script
() Disable
<@

= | Allow websites to prompk for information using scripted wind:

(C) Disable
Scripting of Java applets
() Disable

’ Prompt
-

92 1iear ﬂllH-\nnhr:Hnn
4 »

*Takes effect after you restart Internet Explorer

o .

Reset custom settings

Resettol  mMedium-low (default)

Click OK.

Trusted Sites

1. Click onthe Trusted Sites icon.
2. Click on Custom Level button.

Internet Options

General| Security |Privacy Content | Connections || Programs | Advanced

Select a zone to view or change security settings,

@ Q@ v O

Inkernet Local intranet g Restricked
sites

Trusted sites -
-

This zone contains websites that you
trust not to damage your computer or
walr files,

You have websites in this zone.

Security lewel For this zone

Custom
Cuskam settings,
- Ta change the settings, click Custom level,
- To use the recammended settings, click Default level,

[ Custom level,.. H Default level ]

[ Reset all zones to default level ]

[ OK ][ Cancel ]
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Downloads
1. Enable Automatic prompting for file downloads.

Security Settings - Trusted Sites Zone

Settings

) Disable
(&) Enable
O Prompk
,3"2 Downloads

,3"2 Automatic prompting For file downloads
() Disable
o

& File download
) Disable
(&) Enable

& Fort download
() Disable
(&) Enable
) Prompt

Enable .MET Framework setup
Y nicahla

s
< |

>

£

| %

*Takes effect after vou restart Internet Explorer

Reset cuskom settings

Reset ko: |Medium(default) V| [ Reset... ]

[ OF ] [ Cancel

]

Scripting
1. Enable Allow Programmatic clipboard access.

Security Settings - Trusted Sites Zone

Settings

=7 Seripting

=0 Active scripting
() Disable
(3 Enable
O Prompk

= | Allows Programmatic clipboard access
() Disable
®
) Prompt

= | Allows status bar updates via script
() Disable
(3) Enable

() Disable
(3) Enable

(=F Cevimbimn oF Tzus smmlaks

£ |

= | Allows websites to prompt for information using scripted wind:

*Takes effect after vou restart Internet Explorer

Reset custom setkings

Reset to; |Medium(default) V| [ Reset... ]

&

Lo J

Cancel

]

Click OK.
Click OK to exit out of the Internet Options window.
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Pop-ups IE 7/8

1. Click on Tools from the menu.
2. Click on Pop-up Blocker.
3. If the Pop-up Blocker is off, click on Turn on Pop-up Blocker.

ocalhosl::'BllZl.Bl],.-"web_I"ljamework,.-"ls't'arll‘:up."ﬁp “Windows Internet E Hplore

@: =i @ httpifflocalhost:8080fweb _framework/startup.jsp - |*| X | L~

File  Edit  Wiew  Favorites Help

A i | Delete Browsing Histary. .. = = = x 2

WA [Fhupfocahoste o st | i B @ [Ghreace - {FToos - @- B 7
Pop-up Blocker L& urn On Pop-up Blocker

-
Phishing Filkar »
Manage &dd-ons » '

IBARS
Windows Update

Diagrose Connection Problems.. .
Create Mobile Favaorite...
Sun Java Console

Inkerniet Options . Select a Database Mone -

1. Click on - Pop-up Blocker Settings

localhost:8080/'web_framewor!

@\_j - @ httpi_,!',l'l_ocalhost:BDBD,I'_web___F_ramework,!'_startL_l_P_.j_s_p - "_9‘ x | L .':

File Edit ‘iew Faworites Help

ii\f ke |E‘http_;,l’,l’lo_calhost_:_& Qe!ete“Browsing it _| ﬁ E @ i:’_;}Page - Q‘}- Tools = @v E;? 2
— e asker

Phishing Filter ¥ Pop-up Blocker Settings

Manage Add-ons L4

-

IBARS
windows Update
Diagnose Connection Problems. .,
Create Mobile Favorite, .,
Sun Java Console
Internet Options + Select a Database Mone -

1. Add the IP Address from the URL as demonstrated in the instructions below.

Exceptions

Pop-ups are cumenthy blocked. You can allow pop-ups from specific
Web sites by adding the site to the list below.

Address of Web site to allow:
<Enter IF Address From URL Above Hers> | [ Add

Allowed sites:

MNotifications and Filter Level
Play a sound when a pop-up is blocked.
Show Information Bar when a pop-up is blocked.

Fiter Level:
| High: Block all pop-ups ({Cird to overide) w |

Popup Blocker FAQ

http://agsinx2.affinitygs.com:1885/wiki/index.php/IBARS:IBARS Browser Settings 4/10/2014
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.Pap._-up Blocker Settings

Exceptions

Pop-ups are cumently blocked. You can allow pop-ups from specific
Web sites by adding the site to the list below.

Address of Web site to allow:

Allowed sites:
<IF Address From URL Here>

Motifications and Filter Level

Play a sound when a pop-up is blocked.

Show Information Bar when a pop-up is blocked.
Fitter Level:

| High: Block all pop-ups {Ctd to ovemide) i |

Pop-up Blocker FAG

Pop-ups IE9/10/11

1. Open the Privacy tab within the Internet Options
2. If the Pop-up Blocker is enabled, click the Settings button and add the web address to allow popups for

-

Internet Options | ? & |

| General | security | Privacy | content | Connections | Programs | Advanced |

Pop-up Blocker Settings M

Exceptions
@ Pop-ups are cumently blocked. You can allow pop-ups from specific

Settings
Select a setting for the Internet zone.

Medium websites by adding the site to the list below.

- Blocks third-party cookies that do not have a compact : i
privacy policy Address of website to allow:

- Blocks third-party cookies that save information that can | Add |
be used to contact you without your explicit consent e

I - Restricts first-party cookies that save information that 3
‘ can be used to contact you without your implicit consent Allowed sites: ) ]
- b ! Remove |
I i o
[ Sites ] [ Import ] [ Advanced ] | Default ! B
LR L BN
Location Qe p——— -
& Mever allow websites to request your [
physical location . S
Pop-up Blocker il il ol
Turn on Po Blocker
- i Seifings l MNotifications and blocking level:
InPrivate

Play a sound when a pop-up is blocked.
Show Motification bar when a pop-up is blocked.

Blocking level:
[Medium: Block most automatic pop-ups

Disable toolbars and extensions when InPrivate Browsing starts

Leam more about Pop-up Blocker

oK ] [ Cancel . Apply |

e F.

Ranrnaon lact caccinn Ctart TnDrivata Brouecinn
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Mozilla Firefox Browser Settings

¢ Internet Options

To access Internet options in Firefox 3.x

1. Click Tools.
2. Click Options.

) Mozilla Firefox

File Edit Wiew History  Bookmarks

0  cx

Tools S
= ‘Web Search Chrl+ -
up.jsp

Downloads Chrl+3
Add-ons
Java Console
Error Console Ctrl+Shife+1
Page Info
Clear Private Data...  Ctrl+Shift+Del

Cptions. ..

To access Internet Options in newer versions

kY Bookmarks
[  Start Private Browsing History »
t » Downloads
e * “\
Save Page As... Options
Send Link... Help »
= Print... » v
Web Developer »
Full Screen
s v
et Up Sync...
8 e (B4

http://agsinx2.affinitygs.com:1885/wiki/index.php/IBARS:IBARS Browser Settings

Options
Menu Bar

Navigation Toolbar
Bookmarks Toolbar

Web Developer Toolbar

Add-on Bar Crl+

Tabs on Top
Toolbar Layout...

Flease Select a Database

Page 10 of 15
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Adding TLS Support

1. Click the Advanced Button tab
2. Click the Encryption tab.

3. Check Mark Use TLS 1.0

4. Click OK

r'Optkms; @
/ ) - — Y S P N 'Z _3”“’
J 1 =g F ~ &8 \) e
General Tabs Content  Applications Privacy  Security Sync Adurm:ed

General | Network | Update | Encryption

Protocals
Use SSL 3.0 NE Use TS 1.0

Certificates
When a server requests my personal certiicate:

() Select one automatically (5) Ask me every time

[\hew Cmblhcd:eﬁ] L&woc&m Lists ] ‘Yabdation Security Devices

ok | [ cancel | [ Hep

y

To Enable pop-ups

1. Click the Content tab

2. Click the Exceptions button to the right of the checked Block pop-up windows check box.

Options - b__<|

[Main Tabs Content  Applications  Privacy  Security Advanced

EBlock pop-up windows Exceptions...
Load images auktomatically Exceptions...
Enahle Javascript Advanced...

Enable Java

Fonks & Calors

Default font: | Times New Roman v| Size: |16 v| Advanced...

Colors. ..

Languages

f) )

Choose your preferred language For displaying pages Choose...

I o4 l [ Cancel ] [ Help ]

1. Enter the IBARS Application domain into the Add field

m Whatever is in the address bar between the http:// and the first / after that

2. Click the Allow button.

http://agsinx2.affinitygs.com:1885/wiki/index.php/IBARS:IBARS Browser Settings
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% Allowed Sites - Pop-ups |ZJ|E|§

‘fou can specify which web sites are allowed to open pop-up windows, Type
the exact address of the site you want to allow and then click Allow,

Address of web site:

101104 |
Allow
| site Shatus |
3. Click Close.
4. Click OK.
Allow Clipboard Access

Page 12 of 15

In order to allow IBARS to programmatically copy to the clipboard, please follow these steps. This is important to IBARS system messages when a clipboard

icon (%l is available, as it allows for diagnostics to easily be exported.

m The first step is to enter the web address about:config
m Once the FireFox configuration page is displayed, search for codebase_principal_support

m Once the signed.applets.codebase_principal_support setting is located verify its current setting. Typically it will be set to false, IBARS needs it to be

true
m In order to change the setting, right-click on the setting and then select toggle

=
E about:config - Mozilla Firefox E]@ﬁ
File Edit “iew History Bookmarks Tools Help
g ] r o : 2 —
& - - %‘J g |1 about:config IRAR ARINE: by |
Filter: | codebase_principal_support Show all
Preference Mame | Status Twpe ‘alue B
\signed. applets.codebase_principal_support default boolean False
Copy Marme
Copy Yalue
Mew L4
Toggle
Done &

m After the setting has been changed, it should look like the following image:

- )
& about:co nfig - Mozilla Firefox E]@
File  Edit Miew History  Bookmarks Tools  Help
‘\: - - l\{_*"-] ﬁ :|_| ahout:config || B 10 [ |
Filter: | codebase_principal_support Show all
Preference Mame T Status Tvpe Walue =i
signed.applets.codebase_principal_support user set boolean true |
Done &'

m The first you navigate into an IBARS screen that attempts to access the clipboard, the following page will be displayed. Check Remember this decision

and then click Allow

http://agsinx2.affinitygs.com:1885/wiki/index.php/IBARS:IBARS Browser Settings
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Internet Security

o Ascript from "httpsfflocalhost:8080" is requesting enhanced abilities that are UMSAFE and could be
3 % used to compromise your machine or data:

Run or install software on your machine

Allows these abilities only if you trust this source to be free of viruses or malicious programs.

m When an error is presented (for example, an error dialog as shown below), click on the clipboard icon and detailed diagnostics will be copied to the
clipboard. Those diagnostics can then readily be pasted into an email, along with a screen shot of the complete browser page. This data supporting
information is very useful in submitting a maintenance request.

a o)

Operation Failed

' SELECT dept.dept_no, xdept dept_name, dept dept_tvpe,  |a|
dept wvk_cmp_merit_rate, dept.incl_merit_rate_ind,
dert Inck retnet bels dent milot dert

0Ok

A y

|
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Mozilla Firefox Internet Options
E=REOE
I ANE O a4 0 [

Cut Copy Paste
- 100%: +
Mew Window  Mew Private Save Page
Window
il
8 0 ®
-
Print History Full Screen
Find Options Add-ons

Y

Developer

() poolboyl0882@yahoo.com

Customize (7] 'L:J'

To Enable Popups

1. Click Content tab on side of the page



o Content
B Content DRM content
& _ v | Play DRM content Learn more
oy b Pop-ups

v | Block pop-up windows Exceptions...
.") Fonts & Colors

BEENSehE | Times New Roman v (S| 16 A Advanced...

>

Colors...

hoose your preferred language for displaying pages} Choose...

=)

2.
3. Click Exceptions

Allowed Sites - Pop-ups

You can specify which websites are allowed to open pop-up windows. Type the
exact address of the site you want to allow and then click Allow.

Address of website:

ibarsbuget.com

Status

4,
5. Enter the IBARS Application domain into the Address of website field

6. Click Allow Then close.
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3rowser Settings

Google Chrome Settings

To access Settings in Chrome

& Getting Started x

Page 14 of 15

C' | @ https://www.google.com/intl/en/chrome/browser/welcome.html

@ chrome

Mew tab

SETUP = CHROMEBOOK Mew window
Mew incognito window
Bockmarks

Recent Tabs

Welcome to Chrome

You're using a fast new browser. Mouse over the markers below for three qu Zoom - |100% |+ || C 2

To access Pop-up settings in Chrome

Save page as...
Find...
Print...

Tools

History

Downloads

Still need help? | teammere . s i

_* Settings

About Google Chrome
Help

Exit

1. Scroll to bottom of Settings page and Click the link to "Show advanced settings..."

2. Under the Privacy heading, click the "Content settings..." button

3. Under the Pop-ups heading, click the "Manage Exceptions..." button

4. Enter the URL to allow pop-ups for and click the done button

Pop-up exceptions

Hostname pattern
test.ibars.com

Learn more

Behavior

Allow

Allow A

Done

http://agsinx2.affinitygs.com:1885/wiki/index.php/IBARS:IBARS Browser Settings
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