Social Media
Users Group

7/14/16 | Brynhild Haugland | 9:00-11:00

[11]¢




Introductions (9:30 - 9:40)

Updates (9:40 - 9:50)
e Patching websites reminder
e Compliance scanning
e Drupal 8
e Screen capture software
e Broken link scanning

New Dimensions in Video (9:50-10:50)
Q&A and open discussion (10:50 - 11:00)



Website Patching

Check with your IT staff or website vendor to set a website patching
schedule.

From: EA Security Officer Listserv [mailto:EASECURITYOFFICER@ND.GOV] On Behalf Of -Adm-ITD
Security
Sent: Tuesday, June 07, 2016 10:14 AM

To: EASECURITYOFFICER <easecurityofficer@nd.gov:=
Subject: Vulnerability in WordPress Mobile Detector Plugin Could Allow for Remote Code Execution

Importance: High

There are reports of this vulnerability being actively exploited in the wild.

WordPress Mobile Detector is used to display content on WordPress sites in a
format suitable for phones and tablet devices.

This may allow an attacker access to sensitive information and compromise the system.



Compliance Sheriff

ITD can scan agency websites using Compliance Sheriff.

Group Priority 1 issues All issues
SpEII Check 132 132
EHWCAG 1.0 - Priority 2 0 137

ﬂ3.4 Identify use of absclute units within elements ...
HLE.I..E All Anchor elements are required not to use the...
EHS.E Identify the use of List elements (DL, UL, OL) ...

|Mar|-q: up lists and list items properly.

E‘npage contains ordered or unordered list elements without any items in the

list.
5i|:Ein|:|E:~c.h|:m

5iteinda~c.htm?|eve|5=l
5itEindE:{.htm?|Evelﬁ=E

5itEin|:|E:{.hl:m?|e1.fe|5=3

n9.3 Specify logical event handlers rather than devi...
nll.l Use W3C technologies when they are available an...

nll.E.E Identify the use of deprecated attributes withi...

EBweac 2.0 - Compliance Level & 130 130
HWCAG 2.0 - Compliance Level AA 0 143
#BLink validation 65 65
mlsection 508 0 0

Total 327 612




Drupal 8

 Drupal 6 - Reached end of life on 2/24/16.

 Drupal 7 - Support will end several months after release of Drupal
9, est. 2020

 Drupal 8 - Released in November, 2015. ITD is currently evaluating
maturity of core and modules.




Screen capture software

Use free software and inexpensive equipment (<$100) to create high-
quality instructional videos

Open Broadcaster
Software




Broken link scanning
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New Dimensions in Video




Visit us at www.ND.gov/ITD



