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2:00 Welcome/Opening Comments Mike Ressler
2:05 EA Waivers and Standards Jeff Quast
2:25 Enterprise Architecture 2.0 Jeff Quast
2:40 Visual ND Bob Nutsch

2:55 Legislative Update on IT Projects Dirk Huggett
3:10 BREAK

3:20 Desktop Support Study Dirk Huggett
3:35 Security Update Dan Sipes

3:55 Wrap-up Mike Ressler
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Requests for Exemption

* Request for Exemption to ST002-04.1 from Dept. of
Emergency Services - Approved

* To use a Remote Control/Support Appliance to support
and manage remote user computers

* EA is planning to update the standard and ITD is

planning to offer an enterprise service (if there is
demand)



http://www.nd.gov/itd/standards/security/remote-access
http://www.nd.gov/itd/standards/security/remote-access
http://www.nd.gov/itd/standards/security/remote-access
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EA Standards

« New Email standard created - CT001-13.1

« Actually combining two older, separate standards

* Moves service details out of the standard and into an ITD
Service Level Agreement

« Removes reference to state.nd.us email addresses

« Updated Employee Security Awareness standard -
ST009-05.2

* Minor changes to terminology to bring standard up to date
(i.e. remove reference to Modems)

« Removed option to substitute an agency provided tutorial
instead of the state approved version



https://share.nd.gov/ea/standards/CT001-13.1 Email.rtf
https://share.nd.gov/ea/standards/CT001-13.1 Email.rtf
https://share.nd.gov/ea/standards/CT001-13.1 Email.rtf
http://www.nd.gov/itd/standards/security/employee-security-awareness
http://www.nd.gov/itd/standards/security/employee-security-awareness
http://www.nd.gov/itd/standards/security/employee-security-awareness
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EA Standards

« Created new Acceptable Use of Electronic
Communications Device standard ST001-13.1

« Actually a revision of an ITD policy, now officially an

EA standard

« Standard requires agencies to develop an AUP and
gives guidance



https://share.nd.gov/ea/_layouts/WordViewer.aspx?id=/ea/standards/ST001-07.0 Acceptable Use of Electronic Devices.docx&Source=https://share.nd.gov/ea/standards/Forms/inprocess.aspx?GroupString=;
https://share.nd.gov/ea/_layouts/WordViewer.aspx?id=/ea/standards/ST001-07.0 Acceptable Use of Electronic Devices.docx&Source=https://share.nd.gov/ea/standards/Forms/inprocess.aspx?GroupString=;
https://share.nd.gov/ea/_layouts/WordViewer.aspx?id=/ea/standards/ST001-07.0 Acceptable Use of Electronic Devices.docx&Source=https://share.nd.gov/ea/standards/Forms/inprocess.aspx?GroupString=;

5> North Dakota
Information Technology Department

—

Other EA Activities

* Project Management Guidebook

« Updated and Transitioned to Electronic book on ITD’s
web site (done soon)

« Multi-Factor Authentication
« [Initial study and coordination
« Currently in pilot phase

* Input on ITD Service Level Agreements

« Complete review of ALL standards
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Other EA Activities

 Discussion ltems
Agencies texting to citizens
Personal use of network resources

Microsoft licensing and direction

STAGEnNnet 2015 refresh

Security Awareness Training for Contract Employees
Tablet computing and encryption of tablets

Data Visualization, Dashboards, Ul design
Monitoring employee web usage
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Enterprise Architecture

Questions?
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Enterprise Architecture 2.0

The move to a new EA model, “2.0”, is underway

EA was established in NDGOV in 2003

Addressed Technical Architecture only, as did most
EA models at the time

New model will address 4 Architectures
* Technical

« Application

« Data

* Business

Security Architecture has been discussed
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Enterprise Architecture 2.0

« Brainstorming session held in 2011 involving all EA
participants identified strengths and weaknesses

* Main Strengths
« Givers everyone an opportunity to participate
« Opportunity to collaborate and share knowledge
 Established standards and policies
« Ad hoc study groups provide great value

* Main Weaknesses
* Process is too complex and moves too slowly
« Team makeup is out of date and too hierarchical
« EA is reactive, not proactive
« Too many initiatives not being addressed (Data, Business)
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Figure 1. Enterprise Architecture Governance Diagram
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Enterprise Architecture 2.0

EA does not have to be
e Dt eite a “Hierarchy”.

EA does not need a
series of meetings from
various teams to

Architecture Team Arciit e 1oam accompl ish thi ngs

Architecture Review
Board

Ad hoc teams can exist

when needed
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Enterprise itecture 2.0

What about ITD? What about Security?..... This is still Draft

Enterprise Architecture 2.0 Governance Diagram
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Questions?
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GIS Manager

Visual ND
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Visual ND - What is it?

Enterprise license of Esri’s ArcGIS Online

Cloud-based tool for hosting data, services, maps
Doesn’t replace Desktop GIS tools already in use
Doesn’t replace the ND GIS Hub

No cost (2013-2015) for state agencies to use

Goal: central contract to leverage buying power
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Visual ND - How Does it Fit In?

W /Data Service Tier

This is one more
tool at the
Application Tier

north dakota
GEOGRAPHIC INFORMATION SYSTEMS
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Visual ND - Dashboard
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Visual ND - Ready-to-use Maps
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Visual ND - Ready-to-Use Templates

North Dakota 90V e e o e Government
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Visual ND - Mobile-Friendly

Lake
Audubon
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Visual ND - Embed Maps in Web Sites

North Dakota NGOV e e et e @

Legislative Assembly Legislative Council
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Visual ND - Create Maps with Excel Data
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Visual ND - Groups Use groups to
specify who can

view your data
* internal to your

HOME GALLERY MAP GROUPS MY CONTENT MY ORGANIZATION
Y My Groups
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Visual ND - Demonstrations

* Create a map

* Create an application

* Create a map from a spreadsheet
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Visual ND - Wrap-Up

Low-cost way to get maps out and share information
Will become a much bigger offering from Esri
Using it now = well-positioned for the future
GISTC - published guidelines for using ArcGIS Online

Contact me if your agency is interested:
bnutsch@nd.gov
328-3212




> North Dakota
Information Technology Department

Dirk Huggett, IT
Program
Administrator I




5> North Dakota
Information Technology Department

—

Legislative Update on IT Projects

HB 1069 - Limit of Liability
http://www.nd.gov/spo/agency/templates/
SB 2021 - $S100k project planning

Became N.D.C.C. § 54-59-11.1

Codified 2011 session law

SB 2033 - “major IT projects” definition
Definition is in Legislative IT Committee code
Raised the limit from $250K to $500K
Adjusted ITD code to align with new limit
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Legislative Update on IT Projects

« SB 2034 - Executive Order 2011-20

« Lowered amount to align with new major IT project limit
« Largest change is in procurement process

» Officially brings SPO into the process
» Provides more flexibility

Requires OMB and ITD to determine qualifications of PO and
PM

ESC - minor modifications from the EO clarifying
roles/responsibilities

No change from EO in signature requirements

Removed the requirement to meet quarterly with the
Governor’s Office
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Break
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Desktop Support Study

« SB 2021 Section 9

* Requires ITD to perform a study to determine the
feasibility and desirability of centralization of desktop

support with ITD
« Chosen to do an RFP for independent analysis
 Street date of July 24
* Proposals were due 8/15
 Evals to be completed 8/22
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Desktop Support Study

* Project to start after Labor Day holiday

* Will require assistance from a number of agencies
« Gather current staffing, costs and processes

Draft report to ITD by late October
Final report available by mid November

ITD must report findings to OMB, Budget Section, and
LITC before Jan 1, 2014.

OMB must report to Budget Section “... findings,
recommendations, and any legislation required to
implement the recommendations ...”
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SITAC Security Update

e Security Focus at ITD

* ITD continues to focus on expanding security awareness and
improving the security posture for the state network and
computing resources

o Escalation of Attacks
e Increasing Number of Audits
e Recent Steps Taken by ITD

e Future impact
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Attacks continue to escalate

o Utah Department of Health - March 2012

« 780,000 residents had PII, health data or social security
numbers compromised.

e South Carolina Dept of Revenue - August 2012

« August 2012 a spear phishing attack compromised user
credentials resulting in 44 compromised systems and exported
75 GB of encrypted and unencrypted data.

« Websites of Washington Post, CNN and Time - August 2013
 Syrian Electronic Army uses phishing to gain access



North Dakota

Information Technology Department

Increasing Number of Audits

e During the last year ITD has been subject to numerous
audits

State Auditor Security Audit - ManTech Audit (2)

State Auditor Service Organization Control Report - pending
Federal Audits (4)

Federal Reviews (2)

PCl Review (1)

e Overall audits are a good thing. However the current risk
that ITD must manage is spending too much time on lower
level audit issues rather than primary security risk areas.
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Recent/Current Security Initiatives

Expanding Intrusion Detection/Intrusion Prevention
solutions at various locations on the network

Implementation of Security Information and Event
Management solution

Implementation of Multi-Factor Authentication solution

Initiation of the Security Application Scanning process
(AppScan)

Initiation of Formal Risk Assessment Process
Implementation of encryption of data at rest solution
ITD Security Framework 2.0 (mapped to NIST 800-53)
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Security Impact

e Security is a trade-off - we often must give something to get
an improvement in perceived security posture
« Time, Money, Convenience, Capabilities, Liberties

« We must continue to evaluate “Risk” and determine if the
trade-off is worth risk we are mitigating.

e Forecasting an increase in the number of resources ITD is
committing towards security - time, staffing, solutions.

 When possible ITD is attempting to make security changes
“transparent” to its customers, however some changes may
bring an impact.

e Thank you for your cooperation and input as we work to
continually improve our security posture.



North Dakota

Information Technology Department

ITD Security Framework

e Security Processes
« Assess
* Protect (Prevent)
» Detect
* Respond

e Security Areas
« Network Security
« Host Security
« Application Security
« User Security

o Effective security applies all four processes across all four
security areas.
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Wrap-up

* Questions?

* Future Topics?

* Closing Comments
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Thank You!



