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HOSTING QUESTIONNAIRE
North Dakota Century Code requires that the state’s ITD host all information technology systems unless a hosting exemption is granted.
If a vendor-hosted option is being offered, provide a detailed response to the items listed below regarding the hosting environment for the proposed solution.

Architecture:
1. Describe the network architecture, including security levels, connectivity points and capacity.


2. Describe the storage architecture, including security controls (i.e. encryption).


3. Describe the architecture of the software solution and supporting infrastructure.


4. Describe the solution’s integration points with other applications or datasets, and other external dependencies.


5. Describe the scalability options for the solution to expand or contract based on requirements.


6. Describe the solution’s ability to provide high availability.


7. Describe your solution’s ability to be enhanced to implement changing technical and business requirements.


8. Describe your solution’s limitations or restrictions that may create vendor lock-in and/or limit options for migrating service elsewhere in the future.


9. Describe the ability to transfer functionality elsewhere with regard to either party terminating service.

Security:
10. Describe the data center operational controls and policies, and reference any relevant audit reports.


11. Describe the controls and architectures used to provide identity and access management.


12. Describe the controls used to measure and meet regulatory requirements and certifications.


13. Describe the controls used to manage operational logs for troubleshooting and regulatory compliance.


14. Describe the controls used to ensure that privileged users cannot perform unauthorized or unlawful activities. 

Data:

15. Describe the controls used to insure data is properly classified and how sensitive/confidential data is safeguarded.


16. Describe the options available to migrate the data to another application or storage system, including file formats, ETL requirements, encryption, specific products required, etc.


17. Describe the data backup procedures, including off-site storage, encryption, and the frequency of restore testing.


18. Describe the practices and procedures used to identify and physically destroy sensitive media.


19. Describe the practices and procedures used to manage/monitor data retention schedules and the purging or archival of data when retention schedules are met.


20. Describe the practices and procedures used to provide Electronic Discovery of specific records or data, and any legal positions regarding subpoenas, jurisdiction and potential confiscation of data.

Support and Maintenance:

21. Describe the controls and processes used to detect, report, and resolve disruptions in service.


22. Describe the practices and procedures used to provide ongoing maintenance and enhancements, including frequency, scheduling and functionality.


23. Describe the controls, tools and procedures in place to handle natural disasters and maintain business continuity.


24. Describe any 3rd party providers.


