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Agenda
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Mike Ressler
• Welcome

Dean Glatt
• Windows 10
• Office365
• Exchange Upgrade
• Database upgrades:DB2, SQL Server and Oracle
• Cloud Services – Proof of Technology Updates

Duane Schell
• Network Updates

Doran Eberle
• Drupal Update
• Security Scanning Updates
• Version Control Update
• WebSphere 
• Load Runner Upgrade

Greg Hoffman
• 2017-2019 Budget Rates
• Office365 Licensing

Gary Vetter
• Application Inventory Update
• Enterprise Architecture Update
• ConnectND Update
• GIS Update
• Upcoming Events

• IT Planning Process
• NASCIO Award Nominations
• ND Cybersecurity Conference
• Brown Bag Lunches and ITCC Meetings

Dan Sipes 
• Security Updates
• Closing
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CIO

Mike Ressler



Welcome
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• CIO Updates
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Director, Computer Systems Division

Dean Glatt



Windows 10 - Complete
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-



Office 365 Training
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ITD Education Session
- Ron Zarr (Office 365 guy) will be presenting another informational 

session. If you did not attend the last session  please make it a 
requirement in your schedule. An invitation is in the works.
• Topics covered: Agencies policies for OneDrive; Data retention, OU syncing and group memberships, etc

Microsoft Official Online Training
Actual URL: https://support.office.com/en-us/article/Office-365-training-396b8d9e-e118-42d0-8a0d-87d1f2f055fb?legRedir=true&redir=0&CorrelationId=24549520-
0f89-44c5-8fbd-b2552ed7a4f3&ui=en-US&rs=en-US&ad=US

https://support.office.com/en-us/article/Office-365-training-396b8d9e-e118-42d0-8a0d-87d1f2f055fb?legRedir=true&redir=0&CorrelationId=24549520-0f89-44c5-8fbd-b2552ed7a4f3&ui=en-US&rs=en-US&ad=US
https://support.office.com/en-us/article/Office-365-training-396b8d9e-e118-42d0-8a0d-87d1f2f055fb?legRedir=true&redir=0&CorrelationId=24549520-0f89-44c5-8fbd-b2552ed7a4f3&ui=en-US&rs=en-US&ad=US


Office 365
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Office 365 Service Page 
http://www.nd.gov/itd/services/office-365

http://www.nd.gov/itd/services/office-365


Exchange Upgrade
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• Sonia Brownotter, Exchange Administrator, is coordinating each agency migration



Database Upgrades & Migrations
Database migrations are usually done in 18-24 months cycles. 
Typical Process:

• Agency Notification
• Grouping and scheduling of agencies
• Vendor certification
• Agency acceptance testing



Oracle 12c migration
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• End of life for Oracle 10g/11g has passed (However still in support)
• The upgrade will take place in 2016-2017 and as in the past, a 

detailed schedule with deadlines by month for agency databases 
will be provided 

• Replacing a 3 node Real Application Cluster (RAC) with a 2 node 
RAC

• Total CPU count will be the same



Oracle 12c migration
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• Agency will need to submit WMS requests to migrate database 
applications to new Oracle 12c version 

• In total this project covers approximately 50 Oracle databases and 
over 160 applications

• 6 GIS databases will be migrated from Oracle Standard Edition
• Point of contact:  Callie Wachendorf, PM



Oracle OID to OUD migration
Migrate from Oracle Internet Directory (OID) to Oracle Unified 
Directory (OUD)

• No downtime with this migration 
• OUD will be on virtualized hardware replacing the SUN hardware that OID is 

currently running on



SQL Server 2008  2012/14 Upgrade 
Roadmap
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• Always Upgrading…mainstream support for SQL 2008 has passed
• The upgrade started in Q1 2016 and as in the past, a detailed 

Quarterly migration schedule is being published which shows 
which agency databases will be migrated.  

• Point of contact:  Darin Anderson, PM
• The migration schedule is at: 

www.nd.gov/itd/services/database/sql-server-upgrades

http://www.nd.gov/itd/services/database/sql-server-upgrades


SQL Server Migration Steps
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Agency will need to submit WMS requests to migrate third party 
database applications to new SQL server versions. This will include 
working with vendors to determine which version is supported 
In total this project covers 9 SQL instances and 620 databases
Agencies should contact ITD Software Development to coordinate the 
upgrade if ITD Development supports the application.



SQL Server roadmap
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Agency Counts
AGO 3
AERO 1
BND 2
CJIS 2
COM 34
CTE 3
DES 2
DFI 1
DHS 54
DOA 2
DOCR 3
DOH 50
DOT 69
DPI 19

GNF 6
GOV 2
INS 15
ITD 225
JSND 6
LBC 4
LIB 4
NDHP 6
NDUS 2
OAH 4
OMB 11
PERS 1
PNR 2
RIO 1
RRI 1

SEC 4
SHS 2
SOS 10
STN 2
TAX 6
TPCAC 1
WSI 3
FILENET 57
Total 620



DB2 Database Upgrade v9  v10
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- Sunday, Jan 31, Test environment converted
- Sunday, March 13 Production



AWS and Azure Cloud Projects
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- Amazon Web Services (AWS) & Microsoft Azure

- GIS/DOT, NDSHS, ITD Storage Systems
- Cost studying (usage based and flat rate structure)
- Performance
- Durability (redundancy)



Beyond On-Premise Cloud Services
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- ITD Intentions
- Another tier of storage
- Backups, Logs, Archives, BI, 

- Looking beyond Storage
- Development scenarios
- E.g. MS Visual Studio tightly integrated to cloud services
- FileNet tightly integrated into IBM SoftLayer
- Spectrum Protect (TSM) integrating into IBM and AWS.

- Contractual Experiences
- Terms and Conditions – Greg Hoffman
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Director, Administrative Services Division

Greg Hoffman



Updates to Future Rates
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2017 – 2019 Biennium Rates
Budget instructions/rates released in April

Review of current rates to determine reduction possibilities

SharePoint Foundation and Enterprise



SharePoint Changes
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Microsoft has announced that there will be no further SharePoint 
Foundation upgrades for on premise solutions.  The 2013 version that is 
currently in use will be the last version supported.  SharePoint Enterprise 
will continue on its normal upgrade patterns.
We anticipate rate changes occurring in the 17-19 biennium for current 
Foundation users that will allow them to migrate to the Enterprise 
platform.  We plan to contact each agency and set up an migration plan 
during the 2017-2019 Biennium.

Updated information will be posted on 
www.nd.gov/itd/services/microsoft-sharepoint/sharepoint-roadmap



Office 365 Version Upgrades
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Office 365 – 2013 Version
• Upgrading to 2016 version
• Auto Updates

Fresh install from portal.office.com on February 23rd, 2016 
• Will give the option of 2013 or 2016 version
• If install 2013 version without group policy in place, you will get 

upgraded to 2016 within a week.
• End users with admin rights COULD do this themselves.



Version Upgrades (cont.)
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Skype 2016 and Avaya phone system
-Regardless of Office 365 or not

• “Click to Call” will no longer work
• “Presence” bubbles will grey out

Microsoft API no longer will work with Skype for Business 2016
• AVAYA plug in (was called Lync Plus Pro)
• Comes with AVAYA software??

Visio and Project Licenses

REMEMBER – End user COULD do this on their own.



Records Management
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ITD is in the process of developing a web-based application to 
facilitate records management processes

• Expected to go live June 1, 2016

• Records and forms coordinators will be set up in the Work 
Management System and Record Management System

• Training sessions will be scheduled in May for all records and 
forms coordinators
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Director, Software Development Division

Doran Eberle



Drupal Roadmap
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Drupal 6
 Official support for Drupal 6 will end Feb 24 ’16
 Should consider budgeting for upgrade/rewrite
 ITD will contact impacted agencies in the next couple of months
 For Drupal websites not supported by ITD Software Development, 

please verify the support options with your vendor

Drupal 7
 Version currently being used to develop and implement websites
 Expect software patches (security focus) approximately 4 times per year
 Support for Drupal 7 will end several months after release of Drupal 9. 

ITD anticipates support through 2020



Drupal Roadmap
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Drupal 8
 Currently evaluating Drupal 8 and our timeline to 

begin using that version for developing new websites
 Some core modules we use in Drupal 

implementations are not yet available for Drupal 8



ClearCase/GIT Progress Report
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 Roughly 1/3 of our active codebase has been successfully 
migrated to GIT

 ITD is developing project plan for converting remaining 
applications

 Effort lies with ITD Software Development however, there will be a 
customer User Acceptance Test needed.  (Verify that functionality 
has not been impacted) 

 Target Completion Date – 3rd Quarter 2016



WebSphere Platform
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 Currently developing and supporting WebSphere v8
 ITD does not foresee or plan to upgrade to a new version for the 

remainder of the biennium (June 2017)



Security Vulnerability
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 Continued forward momentum on Discovery and 
Remediation of ITD developed applications

 High priority is on externally facing applications with PII
 Working with customers on applications ITD did not 

develop
 Meeting with agencies to explain our processes, training, 

and tools



Security Vulnerability
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Current Statistics
73 Applications in the process

 4 starting scanning
 35 in progress
 27 complete
 7 became obsolete

Inventory of Applications for ITD Software Development teams 
 140 Java/WebSphere
 70 .NET/IIS/Windows
 34 Websites 
 19 Drupal sites
 15 HTML sites



Security Vulnerability
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 Planned Progress 2016
 Assessment and Discovery
 Client Request
 Tool Upgrade



Performance Test
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 HP LoadRunner upgrade 12.02 to 12.50
 No impact to customers
 Older version scripts are compatible with new version of HP 

LoadRunner



Additional Services
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 Quality Assurance
 UAT augmentation, Security testing, Performance testing

 Business Analysis
 Currently involved on several agency projects with new projects 

kicking off this month
 Scheduling Business Analysis training 

 Mobile Development
 ITD trained resources are available
 Willing to meet with agencies to discuss potential mobile use 

cases



Additional Services
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 Website Development
 Augmenting staff with contract resource to address 

high demand
 Cognos Report Writing 
 Completed training for several developers and are 

available to assist agencies with reporting needs
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Director, Network Services Division

Duane Schell



Network Update
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Dual Point of Presence (POP) Completed –
Bismarck and Fargo

Single POP Dual POP



Click to Call
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Click to Call – ability to dial phone from MS Lync
• Lync 2016 (Skype for Business)

• API allowing this capability removed by Microsoft
• Alternative Solution:

• Plug-in from Avaya
• Significantly improved from last experience
• ITD is testing
• User testing coming soon
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Director, Enterprise Services Division

Gary Vetter



Application Inventory
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• 51 agencies received Application Inventory templates in December
• 4 agencies yet to respond
• Line-of-business applications (to date):

• 547 identified
• 311 contain PII
• 96 contain PHI
• 237 can be accessed externally

• Next steps:
• Report to State Cybersecurity Task Force
• Populate Configuration Management Database (CMDB)
• Maintain via IT Planning, 100K reviews, waivers, service requests, etc.
• Thank you!



Enterprise Architecture

42 www.nd.gov/itd/standards/remote-access

Remote Access standard updated:

• Added “SSL or client-based” in reference to VPN to distinguish that the 
standard does not apply to point-to-point tunnels. 

• Reference to dial up modems was removed and cellular modem was 
added.



Enterprise Architecture
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Employee Security Awareness standard updated:

• New employees must be provided with a Security Awareness Overview 
on the first day of employment.

• Must complete the ITD provided training in PeopleSoft ELM within 3 
days of being granted access to PeopleSoft.

• ITD will provide access to the 30 minute refresher training video outside 
of ELM for agencies to use, and/or Security Architecture will develop a 
summary handout.

www.nd.gov/itd/standards/employee-security-awareness



Enterprise Architecture
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Access Control Standard update:

• Now have four options for password complexity instead of three, and 
the requirements can now be enforced.

• Now have five instead of three successive invalid sign on attempts 
before an AD account becomes locked.

• Shared Accounts are now allowed.
• Must begin with an Exclamation Point (!)
• Passwords must expire in 60 days instead of 90 days
• Agencies must create a sub-OU for shared accounts

www.nd.gov/itd/standards/access-control



ConnectND
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• Enterprise Learning Management

• Enhanced Security 

• Time & Labor

• Strategic Planning



Geographic Information Systems (GIS)

46 www.nd.gov/itd/statewide-alliances/gis



Geographic Information Systems (GIS)

47 gis.nd.gov



Upcoming Events
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IT Planning Process

NASCIO Awards
• Accepting nominations March 1 through May 13
• http://www.nascio.org/Awards/SIT

ND Cybersecurity Conference
• March 17 in Fargo
• https://www.ndsu.edu/conferences/cybersecurity/

Brown Bag Lunches and ITCC Meeting
• https://www.nd.gov/itd/events

http://www.nascio.org/Awards/SIT
https://www.ndsu.edu/conferences/cybersecurity/
https://www.nd.gov/itd/events
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Deputy CIO

Dan Sipes



Security Updates
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Governor’s Cybersecurity Task 
Force
http://www.governor.nd.gov/cybersecurity-task-force

https://www.nd.gov/itd/statewide-alliances

 Cybersecurity Laws
 Cybersecurity Insurance
 Incident Response Plan
 Roles and Responsibilities

 ITD Framework (NIST)
 5 Functions – 22 Categories

97 Subcategories

http://www.governor.nd.gov/cybersecurity-task-force
https://www.nd.gov/itd/statewide-alliances


Roles and Responsibilities
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Security Updates
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 ManTech Audit
 Finalizing Penetration Testing Scenarios

 Chief Information Security Officer 

 OneDrive usage
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