Agency IT Operations Plan

2017-2019

Judicial Branch

General Government
Zubke, Larry

Line of Business:
Contact:

2015-2017 Accomplishments
e Complete JW remodeling project with LC

Agency Number: 1800

e Complete criminal case initiation project with CJIS

* Disaster Recovery system at remote location

2017-2019 Technology Strategy Information

Goal

Preserve Existing Court Records

Enhance Network Security

Ensure Reliability of Courtroom Technology

Maintain Court’s Web Presence as a Primary
Information, Communication and Data
resource

Evolve Case Management Systems

Strategy

Preserving existing court records includes
protection of records in their original format,
migration to alternate formats as needed, and
investigating emerging technology storage
solutions.

Enhancing network security includes monitoring
of the network, regular upgrades to the network,
and implementing security protocols.

Ensuring reliability of courtroom technology
includes maintaining an inventory of systems,
providing prompt servicing of equipment,
regularly upgrading systems, and investigating
use of new technology.

Maintaining the court’s web presence includes
managing web content, adding new content and
planning for future technology and layout
upgrades.

Evolving case management systems includes
regular upgrades, documenting need for
additional functionality, and implementing a
regular review cycle to determine viability of
existing systems.



2017-2019 Planned Activity Information

¢ Digitize existing microfilm records for Grand Forks, Ward and McKenzie counties

¢ Require annual cyber security training for each employee

¢ Participate in next ManTech security audit

¢ Continue work on data retention policies

* Release an RFI to obtain information and potential costs related to replacement of digital

audio systems

Install two-factor authentication and hard drive encryption on selected user devices

Install Pexip video conferencing software and test functionality

2017-2019 Technology Being Investigated or Considered

* None identified

New Projects

¢ Digitize existing microfilm records for Grand Forks, Ward and McKenzie counties

Technical Infrastructure Information

Number of Computers/Workstations
Number of Portable Devices
Number of Network Printers
Number of Servers

Number of public-facing web sites

Number of internally facing web sites

Application Information

Active Directory

Advocate DB

Altiris
Bar Board DB

Caseworks / YASI

723
165
341
110
14
13

Primary User-id and password security system

Application used to generate protection orders
(Used along with COPS system and Odyssey)

System Update Deployment System
System used to track ND Licensed Attorneys

Application used to test juveniles



COPS / Advocates - protection order DB

Disciplinary Council of Judges
Disciplinary Board System
Diskeeper

Heat System

IV-D Time Reporting System

Jury System

Juvenile Case Management System
McAfee

MS Exchange / Outlook (email)
NeoGov

Netwrix

Odyssey Case Management System
PeopleSoft

PrinterLogic

Supreme Court Docket System

Supreme Court Website

VIQ Encompass — audio recording
VMWare ESX

Appasure

Zerto

Force Point Email Security

Application used to generate protection orders
(Used along with advocate DB and Odyssey)

Disciplinary Council of Judges
Case Management

System used to maintain disk files
IT incident tracking system

System used to track man hours spent on child
support issues

System used to summon ND district court jurors
Juvenile Case Management System

Anti-virus system

Courts Email System

Personnel Recruiting System

User-id and Password Lockout and Reset
Management Subsystem (Active Directory is
Primary System)

District Court Case Management System
State Personnel System

Network Printer Installer

Supreme Court Case Management System

Primary Website for the Supreme Court

Digital Audio Recording System
VMWare Server Virtualization System
File Backup & Recovery Application
Disaster recovery application

Email security / SPAM Filter



