Agency IT Operations Plan

2017-2019

Office of the Attorney General

Line of Business: General Government Agency Number: 1250
Contact: Goebel, Molly B.

2015-2017 Accomplishments
¢ SMART 15 Notify

e SMART 15 Verify

¢ Criminal History Rewrite
¢ Fire Marshal Timekeeping
¢ Sex Offender LE Admin

¢ Protection Orders to FBI

e Security

e Warrants

¢ Denied Person Repository

CHIA — MAP

Portable Fingerprint Devices

Fire Marshal Billing

Legal Case Management

Online concealed weapon license projects

2017-2019 Technology Strategy Information
Goal

Share crime information across local law enforcement jurisdictions

Maintain highly accurate and secure standards for sensitive IT data
Support a mobile workforce

Provide public information access points



2017-2019 Planned Activity Information

¢ Enhancement and maintenance of current software applications, as well as development of
new web applications

¢ Continual review and improvement of security policies and procedures

¢ Explore Enhancements to Software and Hardware Systems

¢ Ongoing Training and Professional Development of Staff

¢ Provide connectivity and security to our remote sites

¢ Continue to evaluate and enhance management tools

¢ Continue to leverage information from the Criminal Justice Information Sharing Program (CJIS)
¢ Continue to participate in the state's enterprise architecture process

¢ Help facilitate additional offices for BCl across the state as needed

¢ Continue to offer other services currently provided by this office in an effective and efficient
manner

2017-2019 Technology Being Investigated or Considered

Mobile technology Continue to evaluate and improve our service
availability through mobile technology, such as
smart phones, tablets, etc.

Development Tools Explore use of automated testing tools in present
development workflows
Evaluate inclusion of JavaScript and Responsive
Design within applications
Continue striving towards excellence in
development tools already in use

Biometric tools Evaluate other biometric methods of identification
for criminal justice purposes (e.g. Fingerprints
(LiveScan and Rapid ID), DNA,
and facial recognition)

New Projects

¢ Crime Statistics Repository Replacement
¢ Deposits System Rewrite

¢ Disaster Recovery Implementation



e ND SAVIN Upgrade to VINE3

Technical Infrastructure Information

Number of Computers/Workstations 481
Number of Portable Devices 120
Number of Network Printers 65
Number of Servers 52
Number of public-facing web sites 4
Number of internally facing web sites 1

Application Information

Denied Person (NICS) Repository of persons denied gun possession
AFIS Fingerprint Identification

BCI - Case Management Criminal Case Management
Concealed Weapon Licenses Concealed Weapon Licenses
Concealed Weapon Licenses - Application Concealed Weapon Licenses
Submission

Crime Lab Training Law Enforcement training

Protection and Restraining Orders Protection and Restraining Orders
Sex Offender Registration Sex Offender Registration

Sex Offender Registration Submission Law Electronic submission of Sex Offender
Enforcement/Jails Registration

Fire Marshal Timekeeping Fire Marshal Timekeeping

JustWare State's Attorney Case Management  Attorney Case Management
System

Uniform Crime Reporting Repository (UCR) Crime and Arrest statistical reporting
IBR Public Web Dashboards App Provides statistics and reports for IBR
Uniform Crime Reporting - Subsystem Crime Statistic customer tracking
Warrants Warrants

Deposits Gaming and Licensing deposits

Sex Offender Website Public website of Sex Offenders



CJIS Hub Interfaces

24/7 Sobriety

Sex Offender Ranking and Blue Books
Criminal History Repository

FITS (Fingerprint Identification Transaction
Service)

Portal/Hub

Common Statute Table

Statewide Automated Victim Information &
Notification - Incarceration

Statewide Automated Victim Information &
Notification - Courts

Statewide Automated Victim Information &
Notification - Protection Order

Motorola PremierOne Law Enforcement
Records Management System

Incident Based Reporting (IBR) Submissions
Broker

ND CJIS Website

ND CJIS Website - LE Training Sign-up
Concealed Weapons Admin Web

Miscellaneous Applicant (MAP) Criminal
Background Check

CPAT Complaint Tracking

LIMS Crime Lab Management system
Alcohol/Tobacco/gaming Licensing
Lottery GMS system

Application Security

Billquick Time Keeping

Information Index at the CJIS portal
Sobriety monitoring program

Review and Ranking of Sex Offenders
Criminal Records

FBI Collection and Reconciliation

Criminal Justice Information Sharing

Statute Reference Table

Victim Incarceration Notifications

Victim Notifications from Courts

Protection Order Victim Notifications

Law Enforcement Records Management

Crime Statistic reporting

Criminal Justice Automation/Information
Division Website

Law Enforcement Training Website sign-up
Concealed Weapon Licenses

Fingerprint Identification

Consumer Complaint Tracking

Crime Lab management

Licensing

Receives data from State Lottery terminals
Application Security

Employee Time Keeping



Fire Marshal Safer Cigarettes
Deposits

Fire Marshal Billing

Charitable Gaming tax returns
Law Enforcement Training Records
Legal Timekeeping (JustWare)
Legislative Bill Review

Mail Tracking

Lottery Licenses and management system

Tracks certifications of cigarettes and distributors
BCl deposits

Fire Marshal Billing

Gaming activities

Law Enforcement Training Records

Attorney timekeeping

Legislative Bills are assigned and reviewed

Mail Tracking

Lottery licenses and management



