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            What is it? 


Records Management is the professional practice of identifying, classifying, preserving, and disposing the records of an organization, while capturing and maintaining the evidence of an organization’s business activities as well as the reducing the risks associated with it. 





These practices make state agencies more efficient, personnel more productive, minimize costs, improve storage and retrieval systems, and protect agencies from litigation risks regarding record-keeping practices.


What do you get with the service: 


Records Management includes three primary components:


	Records Management Program- The Records Management Program is responsible for the supervision and administration of state records.
	Forms Management Program- The Forms Management Program is responsible for maintaining quality state forms.
	Media Services- Media Services provides microfilming services, a viable, low-cost media option for the long-term storage of records that are referenced infrequently when the cost of electronic or physical storage is excessive.



Billing model: 


Services are included in the Records Management fee paid to NDIT.


For more billing information, please visit the NDIT Billing Page. 
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              Definition of a Record

          


            According to NDCC 54.46.02, "Record" means document, book, paper, photograph, sound recording or other material, regardless of physical form or characteristics, made or received pursuant to law or in connection with the transaction of official business.


To help identify whether your document or information is considered a record, use this helpful chart:  Is it a Record?
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              Records Retention Schedule 

          


            A key component of any comprehensive records management program is researching and preparing records retention schedules that identify how long records are to be maintained. Administrative, fiscal, historical, and legal requirements are considered when establishing retention timeframes.


Agency-Specific Retention Schedules should be used in conjunction with the North Dakota General Schedule to manage retention. The ND General Schedule contains record series that are common used by all agencies. Records that apply to one State Agency or have legal or administrative requirements that differ from the ND General Schedule should be kept on an Agency-Specific Retention Schedule. 


Click on the following links for more information: 


Retention Schedules


abbreviations-used-on-retention-schedules.pdf
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              Subject Classification System (RCN Categories) 

          


            NDIT Records Management recommends a subject classification system designed to meet the special and individual needs found within each office. This classification system can be used for managing any type of record, paper or electronic and to determine a Records Control Number (RCN) based on the content of the record. 


Currently there are 31 subjects of the State of ND Subject Classification System. They are defined here: Subject Classification System (RCN Categories)
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              Transferring Records to State Archives

          


            If records are identified as having historical value by the State Archivist, they must be disposed/transferred to the State Archives once the retention period has been met.


Agencies should work directly with State Archives staff to arrange pickup of physical records or transfer of electronic records. 


Process for transferring electronic records can be found here: Electronic Records - State Archives State Historical Society of North Dakota (nd.gov)


Process for transferring physical records: 


	Records designated for transfer to the State Archives are placed in boxes. 
	State agencies must use sturdy, uniform-size records boxes, such as banker's boxes. 
	When packing records for transfer to the State Archives, maintain the existing arrangement of the files.  Records must not be removed from file folders and the existing arrangement of the files must not be changed.  Boxes must be packed to allow easy removal of files.  Do not stuff boxes or pile extra files horizontally on top of vertical files.  File folders may be stacked horizontally if there are not enough to fill the box properly.  Do not mix record series.
	A box should contain only one record series unless the series is too small to fill a box properly.  Odd-size records, such as bound volumes, maps, and charts, require special handling.  Advise the State Archives of the nature of odd-size records so special arrangements can be made for transfer.  If file inventories, indexes, keys, and other finding aids to the records are retained for office use, make copies of the finding aids and send them along with the records.
	Label all boxes in the lower left corner on the front of the box.  Use ink to mark the record series title, record control number (from the records retention schedule), and the box number.  Information, such as file numbers, serial numbers, or alphabetical designations, should be noted on the box. 
	Contact the State Archives when ready to transfer records.  In most cases, State Archives personnel will remove records from your offices and transfer them to the State Archives in the North Dakota Heritage Center.  Confidential records will remain on confidential status when transferred to the State Archives.  These records will not be open for public inspection.
	State law requires certification of records transferred to the State Archives.  The State Archivist will issue the agency a State Archives Receipt.



Agencies will report the disposition of these records in RMS as part of the annual disposal process. 
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            Click here for common definitions used in Records Management: records_management_definitions.pdf
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              Essential Records 

          


            Essential records provide the organization with information it needs to conduct business during a disaster and resume normal business after the emergency passes.  These records, combined with other components of a business continuity plan, allow the agency to continue functioning under a range of adverse conditions, whatever their intensity and duration. 


We use the term “essential records,” but these records also go by other names. The federal government refers to them as “vital records” and the business community often calls them “mission-critical” or “business-critical records.” 


 Records are considered essential when they:


	Are necessary for emergency response
	Are necessary to resume or continue operations 
	Protect the health, safety, property, and rights of residents 
	Would require massive resources to reconstruct 
	Document the history of communities and families 



These records must be identified, reviewed regularly, and protected from intentional or accidental damage, loss, or manipulation: 


	Identify the disaster risks
	Identify preparedness and mitigation measures
	Develop methods for protection 






 Actions to Protect Essential Records:


	Dispersal: copies of the record in multiple locations; can be in different formats
	On-site Protection: fire-resistant cabinets and vaults
	Evacuation: transfer to another location when an emergency occurs
	Data Replication: data is replicated at one or more sites, such as a primary processing site and an alternative site
	Mirroring: similar to data replication that maintains duplicate electronic records and applies changes at the secondary site simultaneously with the primary site



  Professional resources and more information: 


	NARA_Essential_Records_Guide.pdf
	IPER_Essential_Records_List.pdf
	Dept_Homeland_Security_Essential_Records_by_Business_Function.pdf
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              What is a Form?

          


            A form is a tool to get a job done.  It performs a function in work communication.  The end result of any job is only as good as the tools used in performing the work.  A form typically does one or more of three things:  it initiates an action, records a transaction, or reports something.


The Century Code definition of a form is found in Section 54-44.6-02:  "Form" means any document designed to record information, and containing blank spaces and which may contain headings, captions, boxes or other printed or written devices to guide the entry and interpretation of the information.
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              Privacy Act Statement

          


            As part of the requirements of U.S.C.552a (Privacy Act of 1974), forms requesting a Social Security Number (SSN) must include the following information: 


	Authority: The legal authority for collecting the information and whether disclosure of such information is mandatory or voluntary;
	Purpose:  The purpose(s) for which the information will be used; and
	Effect(s) of not providing the information, if any. 



A statement that summarizes this information must be included on any forms requesting a social security number.
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              State Form Numbers (SFN)

          


            To comply with the North Dakota Century Code, NDIT Records Management has a central numbering system for all state forms.  The state form number (SFN) must be printed on all forms in the title block.


A State Form Number (SFN) would be required in the following situations:


	Documents that contain fill-in-the-blank areas.
	Checklists that show a burden of proof that a process or procedure has been followed (prove an action or steps were taken) or if there are additional fields to be completed.
	Regardless if forms are distributed internally or externally to the department.
	Could be completed in hardcopy, electronic, or web-based format.



The following items would NOT require a State Form Number (SFN):


	Read and sign documents where only a signature and date are required (i.e. agreements, contracts).
	Checklists where the sole purpose is to check items off.
	Data capture screens developed as part of a web-based application or system.



Contact NDIT Records Management if you need assistance in determining whether a document requires a State Form Number.


Each state form number is unique.  The number is not duplicated on any other active form, either within a department or on the entire state form numbering system.  Agency forms coordinators are responsible to see that their agency uses the state form numbering system for indexing, inventory, and identification of their forms.  The state form number will be the permanent identification number for a form.


When a form becomes obsolete, the state form number will be retired. Agency forms coordinators are responsible for notifying NDIT Records Management about obsolete forms.
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            Form titles should describe the form's purpose clearly and concisely. 


Here are some suggestions: keywords_for_form_titles.pdf
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              Standards for ND Forms

          


            TITLE BLOCK


1. All forms must be identified with a title block that contains: 


	The title of the form to identify accurately the function or purpose of the form. 
	The name of the agency that is the source responsible for the form. 
	The state form number (SFN). 
	The revision date of the form (not required for online forms). 



2. The title block must be placed in the upper left corner of the form whenever possible. 


3. The Great Seal of the State of North Dakota or agency logo must be part of the title block (not required for online forms). 


4. If the Great Seal of the State of North Dakota is not used, the words "North Dakota" must be included in the name of the agency in the title block. 


5. Forms must not be printed or reproduced on letterhead. 


PAPER AND INK


1. The standard size paper for state forms is 8 1/2 X 11 inches, and sizes that can be cut from that size with a minimum of waste.


2. The standard color for state forms is white (paper or background), unless volume of usage or other factors justify the use of colored paper.


3. The standard color ink/font for state forms is black.  Only one color of ink will be used on a form.


4. All state forms must be readily and clearly reproducible on copy machines and scanners.


5. If the printing process for a form requires collating or padding, all parts of the form will be on the same size paper.


6. Forms for senior citizens and persons with visual disabilities will be printed on matte finished paper with readable type style in black ink.


CAPTIONS


1. Captions must be brief, clear, and concise.


	A caption must only cover one item or point.
	Captions must be worded to avoid confusion.



2. Forms must be designed in a box format with upper left captions.


	Type size must be 8-point or larger, where appropriate.
	Type style must be sans serif, regular weight.
		Bold type may be used for headings, but not for captions.
	Italic type may be used for instructions, but not captions.
	Script or cursive type style must not be used on any form.


	
	Type must be in lower case with only appropriate capitalization.



SPACES


1. Standard vertical spacing (throw) on forms is:


	Entry fields should be 3/8" in height.
	Uniform layout over the entire form.



2. Standard horizontal spacing (pitch) on forms is:


	Determined through forms analysis.
	Designed to fit data to be gathered by the form.
	Designed to fit the method or equipment used with the form.
	Uniform layout over the entire form.



3. Routine space requirements are defined within Space Requirements for Forms.


APPEARANCE


1. All State of North Dakota forms must have a professional appearance.


	No decorations or embellishments.
	No more than two type styles on a form.
	Shading or screening are not to be used for decorative purposes.



2. Forms must be simple and easy to read and complete.


	Clear black ink/font.
	Clean, neat, basic good design.
	No typographical or grammatical errors.
	Adequate "white space" to enhance appearance.
	Economical use of space on the page without excessive white spaces.
	No names of any person will be used on a state form.
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            The North Dakota Century Code directs the state forms management program to develop and implement standards for design.


Click here to view the principles: State Forms Design Principles
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              Online Forms Information (Electronic Data Collection/JotForm) 

          


            Is an online form right for your needs? If you are looking to collect data from your users through a website or mobile device and do not need a physical/printed form, JotForm may be your ideal solution. 


Click here for information about the JotForm platform, including design standards for online forms: Enterprise Data Collection Platform (Online Forms) | North Dakota Information Technology (nd.gov)
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              Submitting a State Forms Request 

          


            Requests to create, modify, review, or assign an SFN to a State Form are submitted through the ServiceNow Portal. 


Click here to access the login page: NDIT’s Self Service Portal 


Once logged in, choose "Statewide Shared Platforms" then "State Forms" and fill out the required information. Instructions: servicenow_state_forms_requests.pdf
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              Records Management System (RMS) Training for Records Coordinators

          


            The NDIT Records Management System (RMS) is used to house record series (retention schedule) and state form number (SFN) details. Agency Coordinators will be granted rights to this system based on role.


RMS is used for the following: 


• View record series information

• Submit, track and approve record series changes

• Report/Certify records disposals as complete annually

• View state forms details

• Certify forms inventory (list of SFN’s) annually





Click here to access RMS: Records Management System Login


RMS User Guide:  Records Management System User Guide


Records Coordinator Training for RMS:  records_coordinator_training_rms.pdf
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              General Records Coordinator Training 

          


            The Records Coordinator is the liaison between the state agency and NDIT in carrying out records management program requirements.
Training for new Records Coordinators (Roles/Responsibilities): new-records-coordinators.pdf
Coordinator Responsibilities Summary: coordinator-responsibilities.pdf
Records Coordinator All-Hands Quarterly Education Sessions
	November 4, 2022: Records Disposal Reporting Process	Slides: rc-training-slides-11422.pdf 
	Recording: Records Coordinator All-Hands-Q4-20221104-Meeting Recording.mp4


	March 9, 2023: RMS Training- Adds, Changes, Deletes and Retention Codes  	Slides: rc-training-slides-030923.pdf
	Recording: Records Coordinator All-Hands-Q1-20230309-Meeting Recording.mp4


	June 8, 2023: Amendments to 54-46 (HB 1528) and Email Management	Slides: rc-training-slides-060823.pdf
	Recording: Records Coordinator All-Hands-Q2-20230608-Meeting Recording.mp4


	September 7, 2023: Essential Records and Disaster Recovery	Slides: rc-training-slides-9723.pdf
	Recording: Records Coordinator All-Hands-Q3-20230907-Meeting Recording.mp4


	December 12, 2023: Records Management in SharePoint	Slides: rc-training-slides-121223.pdf
	Recording: Records Coordinator-All-Hands-Q4-20231212-Meeting-Recording.mp4


	March 14, 2024: Managing State Records in Email	Slides: rc-training-slides-31424.pdf
	Recording: Records Coordinator All-Hands-Q1-20240314-Meeting Recording.mp4
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              Records Management System (RMS) Training for Forms Coordinators 

          


            The NDIT Records Management System (RMS) is used to house record series (retention schedule) and state form number (SFN) details. Agency Coordinators will be granted rights to this system based on role.


Forms Coordinator Training: rms_forms_coordinator_training.pdf
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              General Forms Coordinator Training

          


            The Forms Coordinator is the liaison between the state agency and NDIT in carrying out program requirement for managing and maintaining state forms. 


Coordinator Responsibilities Summary: forms-coordinator-responsibilities.pdf


Forms Coordinator All-Hands Education Sessions


	November 27, 2023: State Forms Program Overview 
		Slides: fc-training-slides-112723.pdf
	Recording: fc-all-hands-20231127-meeting-recording.mp4
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              Records Management in ND Century Code

          


            For more information on the North Dakota Century Code statutes, please refer to the North Dakota Legislative Branch website.


North Dakota Open Record Statute


	NDCC 44-04-18. Access to public records – Electronically stored information



Confidentiality


	NDCC 44-04-18.1. Public employee personal, medical, and employee assistance records - Confidentiality - Personal information maintained by state entities



Penalties


	NDCC 12.1-11-05. Tampering with public records
	NDCC 12.1-11-06. Public servant refusing to perform duty



Records Management Authority


	NDCC 54-46. Records Management

		Amendments to 54-46 were passed during the 68th Legislative Session in 2023 as House Bill 1528. 
	HB-1528-agency-training.pdf


	



Forms Management Authority


	NDCC 54-44.6. Forms Management



Electronic Signatures


	NDCC 9-16. Electronic Transactions



Reproductions Admissible in Evidence


	NDCC 54-46.1-03. Reproductions admissible in evidence - Preparation of copies
	NDCC 31-08-01.1. Certain copies of business and public records admissible in evidence



Archiving


	NDCC 55-02.1. Archival Resources and State Archivist
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              Federal Regulations

          


            	Code of Federal Regulations
	Federal Rules of Civil Procedure
	Federal Rules of Evidence
	United States Code
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              Open Records Guide + How to Submit an Open Records Request 

          


            North Dakota’s laws state that all government records and meetings must be open to the public unless otherwise authorized by a specific law. The basic laws are found in North Dakota Century Code, beginning at §44-04-17.1. The public has the right to know how government functions are performed and how public funds are spent.


Click here for more information: https://attorneygeneral.nd.gov/wp-content/uploads/2022/11/OR-Guide.pdf


How to Submit an Open Records Request--Public User: open-records-request-public.pdf


How to Submit an Open Records Request--Internal User: open-records-request-internal.pdf
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              Destruction/Litigation Hold Procedure

          


            When an agency is involved in an ongoing audit, litigation, or investigation, it may be necessary to suspend all destruction of records that may be involved in resolving the issue.  Upon learning of actual, pending, or possible litigation, audit, or investigation, the records coordinator should work with management and legal counsel to immediately notify all employees to cease destruction of records, including paper, microforms, or electronic information.  All records should be retained until such time as management and legal counsel can determine the scope of the action. 


Management or legal counsel will review the action and determine which records will be required.  Upon completion of the review, approval to continue normal disposal of unneeded records and files,  which are not included in the action, should be provided.  Records needed in the action must be retained until specific approval for disposal is provided.


Refer to the Litigation Hold information on the Risk Management site for more information and to obtain a copy of the Destruction Hold Notice (SFN 52376): 


https://ndgov.sharepoint.com/sites/TeamND/SitePages/Litigation-Hold.aspx 
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              Media Services Information 

          


            Electronic records are the predominant record type of the future.  However, the hardware and software associated with electronic media can become obsolete, creating a cycle that requires data migration in as little as 5-7 years.  To offset the obsolescence factor of electronic records, roll film remains a viable, low-cost media option for the long-term storage of records that are referenced infrequently when the cost of electronic or physical storage is excessive.


The Standards for Microfilming North Dakota Public Records and the media services offered by NDIT continue to play a part in the state's records management program.  While much of the work is outsourced, NDIT continues to coordinate media services that include:


	Converting images to microfilm
	Processing roll film
	Duplicating roll film and microfiche
	Creating paper prints or digital images from roll film and microfiche
	Maintaining original microforms
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              Records & Information Management Associations 

          


            The following are Records and Information Management Associations that provide helpful services and resources in the field. For more information, please contact NDIT Records Management. 


	Association of Records Managers and Administrators (ARMA)
	Association for Information and Image Management (AIIM)
	Business Forms Management Association (BFMA)
	National Archives and Records Administration (NARA) 
	Data Management Association International (DAMA)
	Council of State Archivists(CoSA)
	National Association of Government Archives and Records Administrators(NAGARA)
	Institute of Certified Records Managers(ICRM)
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