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The North Dakota Open Source (CI/KR) Ticker a product of the North Dakota State and Local Intelligence Center (NDSLIC).  It provides open source news articles and information on terrorism, crime, and potential destructive or damaging acts of nature or unintentional acts.  Articles are placed in the (CI/KR) Ticker to provide situational awareness for local law enforcement, first responders, government officials, and private/public infrastructure owners.

NDSLIC Disclaimer
[bookmark: _North_Dakota]The (CI/KR) Ticker is a non-commercial publication intended to educate and inform. Further reproduction or redistribution is subject to original copyright restrictions. NDSLIC provides no warranty of ownership of the copyright, or accuracy with respect to the original source material.
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[bookmark: _Regional]
(North Dakota) Appeals court affirms order stopping work on ring levee.  An appeals court has sided with a federal judge who ordered the Fargo-Moorhead Diversion Authority to halt construction on a ring levee south of Fargo until an environmental review is completed.  http://www.washingtontimes.com/news/2016/jun/20/appeals-court-affirms-order-stopping-work-on-ring-/

(North Dakota) Oil worker killed in fire, 3 others injured. One worker was killed and three others were seriously injured after a fire ignited at a XTO Energy-owned oil well site in McKenzie County June 18. The cause of the fire is under investigation. http://www.grandforksherald.com/news/region/4058212-oil-worker-killed-fire-3-others-injured

(North Dakota) OSHA: North Dakota oil worker killed in crane accident. The Occupational Safety and Health Administration announced June 21 that it is investigating an incident where a worker was killed in a crane accident at an Advance Energy oil well site in Mountrail County June 20. The worker was struck and killed by the crane’s boom as it was being lowered into the ground to remove and replace a pipe. http://www.tulsaworld.com/osha-north-dakota-oil-worker-killed-in-crane-accident/article_46d1afc9-33ab-5d32-bcb0-7a1ed534c0c0.html

[bookmark: Regional][bookmark: _Toc425144918][bookmark: _Toc425145244][bookmark: Banking][bookmark: _National][bookmark: _National_1]Regional
[bookmark: National]
(Minnesota) Crookston Walmart re-opens after bomb threat forces evacuation. A Walmart store in Crookston was evacuated and closed for several hours June 17 due to a bomb threat. Officials searched and cleared the building after nothing suspicious was found. http://www.wdaz.com/news/minnesota/4057549-crookston-walmart-re-opens-after-bomb-threat-forces-evacuation

(Minnesota) Southern Minnesota ethanol producer fined yet again for polluting. The Minnesota Pollution Control Agency (MPCA) fined Corn Plus Co-op & Lllp a total of $39,450 June 22 after the company failed to prevent production runoff from polluting nearby waterways, failed to draw test samples from ponds, allowed leaks from its cooling towers, and improperly managed the water levels in the ponds, among other violations. As part of the agreement, the company must correct several environmental problems. http://www.startribune.com/southern-minnesota-ethanol-producer-fined-yet-again-for-polluting/383947831/
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(National) U.S. President signs TSCA reform into law. The U.S. President signed the “Frank R. Lautenberg Chemical Safety for the 21st Century Act” into law June 22 that gives the U.S. Environmental Protection Agency authority to review and regulate chemicals, and mandates that the agency update its inventory of current chemicals as well as creates a risk evaluation process within 6 months. The bill aims to ensure the safety of the public and support U.S. manufacturing while boosting the U.S. economy. http://www.eenews.net/stories/1060039241

(National) National health care fraud takedown results in charges against 301 individuals for approximately $900 million in false billing. Federal authorities announced June 22 that 301 people were charged in a nationwide sweep for their roles in health care fraud schemes involving about $900 million in fraudulent billings to Medicare and Medicaid. The individuals allegedly participated in various schemes to submit claims for treatments that were medically unnecessary or never provided, or for home health care, mental health services, and pharmacy fraud. https://www.justice.gov/opa/pr/national-health-care-fraud-takedown-results-charges-against-301-individuals-approximately-900

[bookmark: International][bookmark: _Toc425144920][bookmark: _Toc425145246][bookmark: _Banking_and_Finance]International 

[bookmark: _Banking_and_Finance_1](International) Malware can steal data from air-gapped devices via fans. Security researchers from Ben-Gurion University of the Negev discovered a new acoustic data exfiltration method dubbed Fansmitter was leveraging the noise emitted by a computer’s fans to transmit data without relying on speakers by sending bits of data to a nearby mobile phone or a computer equipped with a microphone. Attackers can control the fan to rotate at a specific speed to transmit a “0” bit and a different speed to transmit a “1” bit as the frequency and the strength of the acoustic noise depends on the revolutions per minute (RPM). http://www.securityweek.com/malware-can-steal-data-air-gapped-devices-fans

(International) DHS Proposes New Social Media Screening Upon Entry. Politico reports the DHS published in the Federal Register on Thursday a proposed policy change that would “ask foreign entrants, including those arriving on visa waivers, to disclose their social media accounts on a voluntary basis when they enter and exit the country.” http://www.politico.com/story/2016/06/social-media-screening-homeland-security-224786

(Germany) German Police Kill Gunman Who Took Hostages At Movie Theater.
A masked assailant who entered a movie theater in Viernheim, Germany on Thursday and tried to take hostages was shot and killed by German police. While the assailant’s motive was not immediately known, the Washington Post reports that police were “initially investigating the incident...as a possible criminal act rather than one linked to terrorism.” https://www.washingtonpost.com/world/assailant-shot-dead-in-german-movie-theater/2016/06/23/655fde82-3954-11e6-af02-1df55f0c77ff_story.html

(International) Report Finds “Criminal Aliens” Released In US After Home Countries Refuse To Accept Them. The Washington Times reports that the Department of Homeland Security’s inspector general has found that Homeland Security agents “release criminal aliens back onto the streets without strict monitoring because their home countries refuse to take them back.” http://www.washingtontimes.com/news/2016/jun/21/criminal-aliens-released-in-us-because-home-countr/
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(Louisiana; Texas) Copper theft leads to two arrests. The Webster Parish Sheriff’s Office announced the arrest of two individuals June 17 in connection to an alleged spree where the pair stole copper wire from at least four cell phone tower sites in Louisiana, causing up to $40,000 in damage at each site in order to re-sell the copper in Texas. http://press-herald.com/copper-theft-leads-two-arrests/

(International) New Android malware can secretly root your phone and install programs. Security researchers from Trend Micro reported that a new Android malware dubbed Godless is targeting devices running Android 5.1 and earlier versions to root the operating system (OS) on a device and allow unauthorized apps to be installed, opening the software to potential spyware installation.
http://www.computerworld.com/article/3087003/security/new-android-malware-can-secretly-root-your-phone-and-install-programs.html#tk.rss_security
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(California) Flex Alert as SoCal heat wave strains power grid. The California Independent System Operator declared a Flex Alert for southern California for 11 hours June 20 due to a heat wave that put a strain on the State’s power grid. The Flex Alert urges residents to voluntarily conserve electricity by turning off unneeded lighting, refraining from the use of major appliances, and by setting air conditioning thermostats to 78 degrees or higher. http://abc7.com/weather/flex-alert-issued-as-socal-heat-wave-strains-power-grid/1393006/

[bookmark: _Toc424549475][bookmark: _Toc425145255][bookmark: FoodAgriculture][bookmark: _Government_Sector_(including]Food and Agriculture

[bookmark: _Government_Sector_(including_1](National) GNP Company recalls chicken products due to possible foreign matter contamination. GNP Company issued a recall June 18 for approximately 55,608 pounds of its chicken products sold in 18 variations due to potential contamination with extraneous materials after the company found sand and black soil in some of the products. The source of the contamination is under investigation and there have been no confirmed reports of adverse reactions in connection with the products which were shipped for food service and retail distribution nationwide. http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-alerts/recall-case-archive/archive/2016/recall-051-2016-release

(Massachusetts) Food processor in Chelsea & Lawrence Mass. to provide emergency response equipment to communities under a settlement with EPA and DOJ. Under a consent decree filed June 20, JSB Industries, Inc., agreed to pay $156,000 to settle allegations by the U.S. Environmental Protection Agency (EPA) that the company violated Federal environmental laws at its Chelsea and Lawrence, Massachusetts distribution facilities after the company failed to comply with Federal accident prevention and mitigation provisions, hazardous chemical reporting requirements, and chemical release notification requirements during an April 2009 incident where approximately 2,000 pounds of anhydrous ammonia was inadvertently released from a refrigeration system at the company’s Chelsea facility. The settlement also requires that the company provide $119,000 worth of emergency response equipment to fire departments in Chelsea and Lawrence. https://www.epa.gov/newsreleases/food-processor-chelsea-lawrence-mass-provide-emergency-response-equipment-communities

[bookmark: Government][bookmark: _Toc424549476][bookmark: _Toc425145256][bookmark: _Information_Technology_and]Government Sector (including Schools and Universities)
[bookmark: InformationTechnology]
(Washington, D.C.) DHS employee charged with bringing gun into Nebraska Ave headquarters. A DHS spokesperson stated June 22 that an employee was detained and turned over to police while under an investigation for allegedly entering the DHS headquarters in Washington, D.C. with a gun, knife, an infrared camera, pepper spray, and handcuffs June 9. Authorities are working to determine if the employee was planning an attack. https://www.washingtonpost.com/local/public-safety/dhs-employee-charged-with-bringing-gun-into-nebraska-ave-headquarters/2016/06/22/8b9f5158-3810-11e6-a254-2b336e293a3c_story.html

(California) Feds: Drought kills 66 million trees in California’s Sierra. The U.S. Forest Service reported June 22 that an estimated 66 million trees have died in a 6-county region of the central and southern Sierra National Forest since 2010, and that the number of trees killed by droughts, bark beetle infestations, and warmer temperatures has increased by 65 percent since 2015. The U.S. Forest Service stated it has cut down 77,000 trees in the forest as part of an effort to remove trees that pose a risk to nearby communities, campgrounds, and roads. http://www.tbo.com/ap/national/feds-drought-kills--million-trees-in-californias-sierra-ap_national3b9568d593d7415aaff6e606460f6fb3

(National) Proposed Legislation Would Place State, Local Fusion Center Staff At NCCIC.  Government Computer News reports proposed legislation would “station state and local government fusion center personnel” at DHS’ National Cybersecurity and Communications Integration Center (NCCIC). The Cyber Preparedness Act of 2016’s sponsor Rep. Dan Donovan “said physical co-location of the personnel at DHS’ NCCIC would improve information sharing.” https://gcn.com/articles/2016/06/21/nccic-state-local.aspx
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[bookmark: _Public_Health_1](International) Losses from business email scams reach a whopping $3 billion. The FBI’s Internet Crime Complaint Center (IC3) reported that global Business Email Compromise (BEC) scams and campaigns were increasing with companies losing over $3 billion in global scams and over $960 million in U.S-targeted scams from October 2013 – May 2016. Many targeted companies stated that the fraudulent actions occurred by hacking into the chief financial officer’s or chief executive officer’s email accounts. http://news.softpedia.com/news/losses-from-business-email-scams-reach-a-whopping-3-billion-505378.shtml

(International) Cybercriminals use new tricks in phishing attacks. Sucuri researchers reported that phishing attacks were increasing and cyber attackers were using new techniques to avoid detection after discovering that attackers were leveraging hosting providers’ failures to properly configure temporary Uniform Resource Locators (URLs), which were offered to users to test their Web sites before linking them to separate domains. An attacker can register an account on a shared server, upload their phishing pages, and compile a list of other Web sites on that server, which enables hackers’ access from any neighboring domain names. http://www.securityweek.com/cybercriminals-use-new-tricks-phishing-attacks

(International) Hackers breach US company and unwittingly expose 154 million voter records. Security researchers from MacKeeper discovered that a CouchDB database containing details on over 154 million U.S voters was compromised after a hacker took down L2’s, a company that builds, manages, and sells access to U.S. voter records, firewall. The database contained 1-year-old information and was taken down, and authorities were unsure of the identity of the hacker.
http://news.softpedia.com/news/hackers-breach-us-company-and-unwittingly-expose-154-million-voter-records-505553.shtml
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(Washington) Virginia Mason contacting 650 patients possibly exposed to hepatitis B. Virginia Mason Medical Center in Seattle began notifying approximately 650 patients treated in the dialysis unit since February 2011 of inconsistent screenings for hepatitis B after a review found that the hospital had been conducting inconsistent screening for patients who came into the clinic and for every 30 days that they stayed in the hospital. Patients are being encouraged to contact their doctors for an additional screening. http://www.king5.com/news/local/virginia-mason-says-dialysis-patient-had-hepatitis-b/247464200

(New York) New York sets 7-day limit on initial opioid prescriptions. The governor of New York signed a new State law June 22 which enacts several measures meant to address the opioid and heroin addiction crisis. The new law limits opioid drug prescriptions to 7 days’ worth of painkillers following a patient’s initial visit to a doctor, requires insurers to cover initial inpatient drug treatment without prior approval, and extends the amount of time someone can be held for emergency treatment to 72 hours, among other measures. http://www.tbo.com/ap/national/new-york-sets--day-limit-on-initial-opioid-prescriptions-ap_national51e5a34d48ea41df91dc2a19e58852c7

(Florida) Florida Approves Use Of Naxolone To Combat Opioid Related Deaths.
Florida approved a law in March allowing doctors to prescribe the drug naloxone to help stop the rising death toll from heroin and opioid overdoses. The new law goes into effect on July 1 and is expected to help stem the number of deaths from the abuse of prescription opioid drugs, such as percocet and hydrocodon. http://www.mcclatchydc.com/news/nation-world/national/article85813292.html
[bookmark: Transportation][bookmark: _Toc424549479][bookmark: _Toc425145259][bookmark: _Water_and_Dams]Transportation

[bookmark: WaterandDams](Nevada) Allegiant plane returns to Vegas with blown tire. An Allegiant Air flight en route to Indianapolis from Las Vegas was forced to return to McCarran International Airport June 22 after the pilot reported a tire blow-out during takeoff. No one was injured and the runway was briefly closed while crews cleaned up the debris shed during landing. http://www.tbo.com/ap/national/the-latest-allegiant-plane-returns-to-vegas-with-blown-tire-ap_nationalb0bb34806c804fefbf95ea2cb1499329

(Illinois) Flights cancelled out of Chicago as powerful storms anticipated Wednesday. The Chicago Department of Aviation announced June 22 that 85 flights at O’Hare International Airport and 40 flights at Midway International Airport were cancelled due to the threat of severe storms in the area. http://fox6now.com/2016/06/22/flights-cancelled-out-of-chicago-as-powerful-storms-anticipated-wednesday/
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[bookmark: Contacts]To report a homeland security incident, please contact your local law enforcement agency or one of these agencies: North Dakota State and Local Intelligence Center: 866-885-8295(IN ND ONLY); Email: ndslic@nd.gov; Fax: 701-328-8175 State Radio: 800-472-2121; Bureau of Criminal Investigation (BCI): 701-328-5500; North Dakota Highway Patrol: 701-328-2455; US Attorney's Office Intel Analyst: 701-297-7400; Bismarck FBI: 701-223-4875; Fargo FBI: 701-232-7241.
To contribute to this summary or if you have questions or comments, please contact:
Darin Hanson, ND Division of Homeland Security dthanson@nd.gov, 701-328-8165
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